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C180 Authentication allows users to easily verify their real-world credentials and identity, register their 
mobile device as a token and create a secure and secret PIN. A user can complete all necessary steps in 
a way that enables your organisation to meet both identity proofing and legal compliance requirements. 
Users can also add credentials as required by your organisation’s business rules. 
 
Once users have a two-factor authentication account linked to both their real world and online identity, 
participating systems can: 

 more easily manage threats 
 provide and track non-repudiated access at varying levels of identity assurance 
 effortlessly capture and report information to meet legal and compliance requirements 

 
Following registration, the simple C180 smart device app allows users to effortlessly convert their PIN to 
a unique and different alpha code each time they authenticate. With C180 Authentication the user’s 
secret PIN is never revealed, even on a compromised machine. Moreover, through the mental process of 
converting a PIN to an alpha code, the user becomes a required part of the authentication process and 
this proves that the user was present. 
 
WHAT IS C180 Authentication  
C180 Authentication enables our enterprise clients 
to continuously prove the real-world identity of their 
customers and users every time they interact with 
that organisation or service.  
 
FUNCTIONALITY 
C180 Authentication functionality includes: 
• One Time Pad Technology 
• Ease of Deployment 
• Cost Effectiveness 
• Highly Scalable  
• Self-Registration 
• Highly Secure 
• Self-Managed 

 
REGITRATION AND USER ONBOARDING 
Enable your users to prove their identity to required 
levels of identity assurance and link their real-world 
identity to their digital identity. 
 

 
SELF-PROVISIONING AND MANAGEMENT 
Users self-register their mobile device as a secure 
token and create their own secret PIN. Users 
manage their account, including PIN or mobile 
device re-registration. Flexible process allows for 
existing processes of verification or biometrics to 
enable self-management. 
AUTHENTICATION 
Strong 2FA & 3FA where all factors are strong. 
Business rule driven red flags and multi-layer 
authentication. Continuously prove identity of users 
every time they interact with you. Achieve non-
repudiation, confident the user must be present to 
authenticate. 
PROVES USER PRESENCE 
Enables legal compliance based on easily 
customisable ID verification and authentication 
rules. Evolving client profiles based on online and 
real-world changes. Meet industry compliance and 
legal requirements. 
 

C180 Two Factor Authentication 
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THE ADVANTAGES 

No More Passwords 
C180 Authentication doesn’t require passwords, or 
password management, so is more secure and 
efficient.  

Scale 
scales for mass numbers of Internet and mobile 
consumers. 
 
Genuine Strong Two Factor 
Authentication 
C180 proves the presence of the mobile device 
AND the user and is one of the few mass market 
authentication solutions where both factors are 
strong. 
 
 Genuine Strong Three Factor 
Authentication 
When combined with voice biometric and is 
deployable en masse. 
 
No Additional Authentication Hardware 
Deployment of the C180 Authentication solution 
does not need any additional authentication 
hardware. 
 
Not Based on Algorithm  
Ensuring C180 Authentication is not vulnerable to 
someone cracking an algorithm and compromising 
multiple accounts and all associated services and 
infrastructure. 
 
 

 
 

 

 

 

 

 

 

 

 

Complement Existing and Legacy 
Architecture 
Federated authentication and deployment across 
distributed or hybrid environments. 

Patented Technology 
Based on an industry recognised uncrackable form 
of encryption (One Time Pad). 

Zero Knowledge Password Proof 
A C180 user’s secret PIN is never entered, 
transmitted and even stored anywhere. It remains a 
genuine secret. 
 
 
 

 

Wikipedia (March 2014): 

“In cryptography, a one-time 
pad (OTP) is an encryption 
technique that cannot be 
cracked if used correctly…. 
However, practical problems 
have prevented one-time 
pads from being widely 
used” 

C180 solves these 
problems. 


